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Alpington & Bergh Apton CE VA Primary E-Safety Policy 

 

The e-safety policy is part of the School Improvement and Development Plan and relates 
to other policies including those for ICT, bullying and for Safeguarding and Child 
Protection.   

The school has appointed an e-safety coordinator.  This is the Designated Safeguarding 
Lead as the roles overlap (headteacher). 

Our e-safety Policy has been written by the school, building on the Norfolk e-Safety Policy 
and government guidance. It has been agreed by senior management and approved by 
governors.   

The e-safety Policy and its implementation will be reviewed annually.  

The e-safety policy was revised by: Teresa Osborne 

It was approved by the governors: November 2019 

 

Why internet use is important 

The internet is an essential element in 21st century life for education, business and social 
interaction. The school has a duty to provide students with quality Internet access as part 
of their learning experience.  

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 

 
Internet use will enhance learning 
Through RSHE pupils will be taught about online safety and harms. This will include being 
taught what positive, healthy and respectful online relationships look like, the effects of 
their online actions on others and knowing how to recognise and display respectful 
behaviour online. Throughout these subjects, teachers will address online safety and 
appropriate behaviour in an age appropriate way that is relevant to their pupils’ lives. This 
will complement the computing curriculum, which covers the principles of online safety at 
all key stages, with progression in the content to reflect the different and escalating risks 
that pupils face. This includes how to use technology safely, responsibly, respectfully and 
securely, and where to go for help and support when they have concerns about content or 
contact on the internet or other online technologies. There are also other curriculum 
subjects which include content relevant to teaching pupils how to use the internet safely. 
 
The school’s internet access will be designed expressly for pupil use and will include 
filtering appropriate to the age of pupils.  

Pupils will be taught what internet use is acceptable and what is not and given clear 
objectives for internet use.  

It is important to teach pupils about the underpinning knowledge and behaviours that can 
help pupils to navigate the online world safely and confidently regardless of the device, 
platform or app. 

Pupils will be educated in the effective use of the internet in research, including the skills of 
knowledge location, retrieval and evaluation. 

 
Pupils will be taught how to evaluate internet content 
Pupils will be taught to consider questions including:  
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 is this website/URL/email fake?  

 how can I tell?  

 what does this cookie do and what information am I sharing?  

 is this person who they say they are?  

 why does someone want me to see this?   

 why does someone want me to send this?   

 why would someone want me to believe this?  

 why does this person want my personal information? 

 what’s behind this post?  

 is this too good to be true?  

 is this fact or opinion? 
 
We will ensure that the use of internet derived materials by staff and by pupils complies 
with copyright law. 

As pupils progress through the school into Key Stage 2 they will be taught to be critically 
aware of the materials they read and shown how to validate information before accepting 
its accuracy. 

Pupils will be helped to recognise: 

 online content which tries to make people believe something false is true and/or 
mislead (misinformation and disinformation), 

 techniques that companies use to persuade people to buy something,  

 ways in which games and social media companies try to keep users online longer 
(persuasive/sticky design); and  

 criminal activities such as grooming. 

 
Information System Security 

Virus protection will be installed and updated regularly. 

Security strategies will be discussed with the I.T.provider attached to our school. 
 

Email: At the time of writing pupils at Alpington & Bergh Apton CE VA Primary School are 
not yet accessing email accounts at school 
 

Published content and the school website 

The contact details on the school’s web site include the school’s address, e-mail and 
telephone number. Staff or pupils’ personal information will not be published.  

The headteacher will take overall editorial responsibility and ensure that content is 
accurate and appropriate.  

 

Publishing pupils’ images and work 

Written permission from parents is obtained allowing the school to publish photographs of 
their children in displays, newsletters, school brochures, local newspapers etc and on the 
school website. 

 

Pupils’ full names will not be used anywhere on the web site, particularly in association 
with photographs. Newsletters will no longer refer to pupils by their full names.  
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Social networking and personal publishing 

Online behaviour – This will enable pupils to understand what acceptable and 
unacceptable online behaviour look like. Pupils will be taught that the same standard of 
behaviour and honesty apply on and offline, including the importance of respect for others.  

The school will work with parents and police via CEOPS to educate children in safe 
internet use at home and at school. This includes workshops from external visitors for both 
parents and children. 

The school will block / filter access to inappropriate social networking sites.   

 Pupils will be advised never to give out personal details of any kind which may 
identify them or their location.  

 Staff must not communicate with students using public social networking sites such 
as Facebook, MySpace, Twitter, etc.  

 Staff should not communicate with parents about school based issues using public 
social networking sites such as Facebook, Snapchat, Instagram, Twitter, etc. To do 
so is a disciplinary offence. 

 The Friends of Alpington Primary school are responsible for running its own 
Facebook page. 

 Pupils should be advised on security and encouraged to set passwords, deny 
access to unknown individuals and how to block unwanted communications.  
Students should be encouraged to invite known friends only and deny access to 
others. 

 

How and when to seek support – This will enable pupils to understand safe ways in 
which to seek support if they are concerned or upset by something they have seen online. 
Schools can help pupils by:  

 helping them to identify who trusted adults are,  

 looking at the different ways to access support from the school, police, the National 
Crime Agency’s Click CEOP reporting service for children and 3rd sector 
organisations such as Childline and Internet Watch Foundation. This should link to 
wider school policies and processes around reporting of safeguarding and child 
protection incidents and concerns to school staff (see Keeping Children Safe in 
Education);  

 helping them to understand that various platforms and apps will have ways in which 
inappropriate contact or content can be reported. 

 

Mobile Phones and Ipads 

Staff should not take mobile phones out in classrooms. They may be used in staff only 
areas such as the staff room or school office. No staff member should have an image of a 
pupil taken during the school day on their mobile devices without the permission of the 
Headteacher. 

Staff ipads and laptops may be subject to random security sweeps, this applies to all staff 
who work regularly at the school. 

Personal ipads should not be used for classroom teaching, if they are brought into school 
they will be subject to school safety procedures. 
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Personal information on children should not be carried on mobile devices such as 
unencrypted memory sticks. No pupil is permitted to use a personal memory stick on 
school equipment. Staff should be aware that memory sticks used on devices at home can 
transfer viruses onto the school system. To avoid this Cloud technology should be used 
instead whenever possible. 

 

Managing filtering 

The school will work in partnership with its IT provider to ensure systems to protect pupils 
are reviewed and improved. 

If staff or pupils discover an unsuitable site, it must be reported to the e-Safety Coordinator 
and ICT provider. 

Senior staff will ensure that regular checks are made to ensure that the filtering methods 
selected are appropriate, effective and reasonable.  

Managing emerging technologies 

Emerging technologies will be examined for educational benefit and a risk assessment will 
be carried out before use in school is allowed, and the view of the Advisory Service and 
ICT provider shall be sought. 

In the future mobile phones may be used as part of lessons or formal school time. 
However, at present the school’s policy is that children who need to bring in mobile phones 
(for contact reasons etc) should hand them in to the school office during the day.  

Protecting personal data 

Personal data will be recorded, processed, transferred and made available according to 
our GDPR Policy. 

Authorising Internet access 

All staff must read and sign the ‘Staff code of conduct’ before using any school ICT 
resource. This acts as a current record of all staff and pupils who are granted access to 
school ICT systems.  

Parents will be asked to sign and return a consent form giving permission for their child to 
use the internet. 

Assessing risks 

The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked internet content, it is not possible to 
guarantee that unsuitable material will never appear on a school computer. Neither the 
school nor NCC can accept liability for the material accessed, or any consequences of 
internet access.   

The school will audit ICT use to establish if the e-safety policy is adequate and that the 
implementation of the e-safety policy is effective.  

Handling e-safety complaints  

Complaints of internet misuse will be dealt with by the Headteacher or assistant head. 

Any complaint about staff misuse must be referred to the headteacher.  Complaints of a 
child protection nature must be dealt with in accordance with the school’s child protection 
procedures.   

Pupils and parents will be informed of the complaints procedure. 
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Discussions will be held with the Youth Support Team Inspector, or check out 
http://www.safernorfolk.co.uk/. to establish procedures for handling potentially illegal 
issues. 

Introducing the e-safety policy to pupils 

E-safety rules will be posted in all classrooms where computers are used.  

Users will be informed that network and internet use will be monitored.  

As they progress through the school, children will be taught these SMART tips (from 
Childnet International – www.childnet.com): 
 
 
Safe – Keep safe by being careful not to give out personal information – such as your full 
name, e-mail address, phone number, home address, photos or school name – to people 
you are chatting with online. 
 
Meeting – Meeting someone you have only been in touch with online can be dangerous. 
Only do so with your parents’ or carers’ permission and even then only when they can be 
present. 
 
Accepting – Accepting e-mails, IM messages, or opening files, pictures or texts from 
people you don’t know or trust can lead to problems – they may contain viruses or nasty 
messages! 
 
Reliable – Information you find on the internet may not be true, or someone online may be 
lying about who they are. 
 
Tell – Tell your parent, carer or a trusted adult if someone or something makes you feel 
uncomfortable or worried, or if you or someone you know is being bullied online. 
 
You can report online abuse to the police at www.thinkuknow.co.uk 

 

Staff and the e-safety policy  

All staff will be given a copy of the school’s e-safety policy and its importance explained. 

Staff should be aware that Internet traffic can be monitored and traced to the individual 
user.  Discretion and professional conduct is essential.  

Staff that manage filtering systems or monitor ICT use will be supervised by senior 
management and have clear procedures for reporting issues. 

Enlisting parents’ support 

Parents’ attention will be drawn to the school’s e-safety policy in newsletters, the school 
brochure and on the school website. Support is extended to parents, so they are able to 
incorporate the same principles of online safety at home. 

 

Parents will be informed about the SMART rules taught to the children in school and will 
be informed that they may wish to invest in security software for their own computers. 
 

 

http://www.safernorfolk.co.uk/

